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Abstract

Introduction: The privacy and security of healthcare infor-
mation are essential to maintaining good patient-physician
relationships, protecting individuals’ interests, and re-
specting their dignity and worth. This study assessed
healthcare professionals’ (HCPs) knowledge, awareness, and
attitudes toward patients’ data privacy and security in
clinical research. Methods: The study consisted of a cross-
sectional survey in which 108 HCPs' awareness and
knowledge of HIPAA and NCBE rules and regulations were
measured, followed by an in-depth semistructured interview
to explore HCPs' attitudes and perspectives. The study was
conducted between January and May 2022. Results: Most
participants agreed that the IRB/REC rules and regulations
strengthened participants’ trust in the researchers, en-
hanced confidentiality, and improved the privacy and se-
curity of patients’ information. HIPPA knowledge was af-
fected by prior participation in research (3: 1.16; p = 0.001)
and NCBE knowledge by working on a research project (f3:
0.87; p = 0.001), years of work experience (f: 0.35; p = 0.003),

and age (B: —0.28; p = 0.04). Participants believed that the
nature of research, involvement of inexperienced persons,
and human errors could affect patients’ privacy and security
in clinical research, which could be improved by limiting the
number of personnel who access the data, continuous
education, and sending reminders about the rules and
regulations. Conclusions: Patients’ data privacy and security
remain vital to clinical research. HCPs realize the role of IRB/
REC to maintain data privacy and security. Enrollment of
HCPs in clinical research and continuous education could
improve HCP knowledge of regulatory rules.

© 2024 The Author(s).
Published by S. Karger AG, Basel

Introduction

For effective medical treatment, sensitive and private
information must be shared between patients and
healthcare professionals (HCPs). This information is
recorded and kept in medical records and databases at all
times, which patients assume to be private and secure [1].
Privacy is defined as “a state or condition of physical or
informational accessibility that will determine the type,
nature, and, to what extent, patient information can be
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communicated to others” [2]. Furthermore, security can
be defined as “the procedural and technical measures
required to prevent unauthorized access, modification,
use of data stored or processed in a computer system, to
prevent any deliberate denial of service.” It helps keep
health records safe from unauthorized use [3, 4]. In this
information age, privacy is a valuable commodity and an
important security component. It protects the interests of
individuals and respects their dignity and worth as hu-
man beings.

In Saudi Arabia, maintaining the privacy of health-
care information is of utmost importance. It is a cul-
turally sensitive environment; patients are less likely to
seek medical care in cases of substance abuse and re-
productive or sexual health matters for fear that their
health information will be shared or will not be securely
maintained. In some cases, patients suffering from
psychiatric disorders may refuse to reveal vital infor-
mation affecting their treatment plan since divulgence
will lead to discrimination or social stigmatization [5].
That fear will not only affect the patient-physician re-
lationship; it will most definitely prevent such patients
from consenting to enroll in research studies covering
sensitive subjects.

There are a variety of rules and policies that regulate
the use of patients’ health information in research [6]. In
the USA, for instance, the Health Insurance Portability
and Accountability (HIPAA) Act of 1996 is very well
established and is followed by HCPs to protect the privacy
and security of patients’ health information [7, 8]. HIPAA
rules and regulations are federal laws protecting who and
how health information is handled [6, 8].

Moreover, in Saudi Arabia, in 2001, royal decree No. 7/
B/9512 ordered the creation of a National Committee of
Bioethics (NCBE). The committee’s responsibilities in-
cluded establishing and monitoring compliance with
biomedical research ethics and requirements in a way
consistent with the Islamic Sharia Law and the traditions
and essence of the culture of Saudi Arabia [9].

A few HCPs consider security and privacy measures
interchangeable; however, they are dissimilar. The term
“privacy,” as mentioned before, is more focused on the
(what) aspect of information, while the term “security” is
defined as the (how) [10, 11]. There has been a notable
growth in research and an increased development of
research centers in the Middle East. Therefore, applying
HIPAA rules and regulations in research has become
essential for protecting patient information, privacy, and
security. The basic law of government in Saudi Arabia
dictates the state’s importance of providing public health
and healthcare to all citizens, as mentioned in Article No.
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31. Privacy of information in all types of communication
shall be inviolate, as mentioned in Article No. 40 [5].
Legally, there are laws for implementing healthcare and
providing information privacy, but there are no specifi-
cations for protecting patients’ health information. This
study aimed to assess the awareness, knowledge, and
attitude of HCPs toward patients” data privacy and se-
curity in clinical research using the HIPAA and NCBE
rules and regulations.

Methods

Study Design

A mixed methods approach was used, and it consisted of two
parts: a cross-sectional study in which the HCPs” awareness and
knowledge of HIPAA and NCBE rules and regulations were
measured using an anonymous self-administered survey as a
descriptive method that was followed by an in-depth semi-
structured interview based on the Theoretical Domains Frame-
work (TDF) to explore HCPs’ attitudes and perspectives (a sup-
plementary focus group).

Survey Design

The questionnaire items were created after a review of pertinent
literature on security, privacy, and privacy in relation to clinical
research. The questionnaire comprised two sections; the first in-
cluded demographic data (age, gender, marital status, education
level, and work experience). The second section included 15
questions to measure the awareness of HIPAA rules and regu-
lations, NCBE laws and policies, and the awareness of HCPs
toward the role of Institutional Review Board (IRB)/Research
Ethics Committee’s (REC) to protect patients’ data privacy and
security in clinical research. Ten HCPs pilot-tested the survey
items for clarity and comprehension before distribution. After that,
the questionnaire was distributed to the participants (including
physicians, pharmacists, and nurses) physically and via an Internet
link. The participant inclusion criteria were HCPs who had ex-
periences with both practice and research in a single tertiary re-
ferral center. The survey was distributed between January 2022 and
March 2022.

Interview Design

A follow-up phone call was conducted with interested par-
ticipants to provide information, explain the study objectives, and
decide upon the interview time. Consent was obtained verbally at
the beginning of each focus group (FG) interview. Three in-depth,
semistructured FG interviews were conducted with a sample of the
participants until saturation of knowledge was reached in the data.
All conversations were digitally recorded with the participant’s
permission and were transcribed verbatim.

Topic Guide

A topic guide was created (online suppl. material, available at
https://doi.org/10.1159/000538617). We used a TDF to build the
topic guide. TDF is a synthesis of 33 theories to understand
behavior and behavior changes [12]. It was developed by col-
laborations of psychiatrists, health psychologists, and healthcare
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providers to help implement these theories by nonexperts [12].
The questions were amended to fit our topic and were revised by
two HCPs for understanding. A warm-up question about the
participants’ opinions about privacy in their research was asked
at the start of the interview. The interviews were conducted in
English (as many of the HCPs are English speakers), the par-
ticipants were allowed to use the Arabic language to express
opinions more easily, and the section spoken in Arabic was
translated to English by N.A. and revised by a professional
translator. The interviews were recorded and transcribed ver-
batim by a professional transcriber. Furthermore, the semi-
structured interviews were undertaken virtually using Zoom
videoconferencing. Finally, the interviews took place from March
to May 2022 and lasted between 40 and 60 min.

Ethical Considerations

The questionnaire was distributed only after receiving ap-
proval from the Research Ethics Committee, approval number
(withheld for review). Participants were informed of the aim and
content of the study. No identifiable information was collected
from the participants, ie., names, ID numbers, or contact
information.

Data Analysis

Data were computed using Stata 16 (Stata Corp, College Sta-
tion, TX, USA). The calculations of the survey were summarized
using descriptive statistics (frequency and percentages) and pre-
sented in tables. The x? or Fisher’s exact test was used to compare
group responses. Each correct answer about HIPAA or NCBE
knowledge was given a score of one. The total HIPAA and NCBE
scores were compared between both groups using the Wilcoxon
test. Stepwise quantile regression was used to evaluate factors
affecting the knowledge scores. Baseline data and variables related
to participants’ research history were introduced into the model,
and variables with a p value of less than 0.05 were retained in the
final model.

Thematic analysis of the interviews was performed with
MAXQDA Analytics Pro 2020 (VERBI Software). Thematic
analysis is the systematic identification and analysis of patterns,
meanings, and themes within qualitative data [13]. Thematic
analysis is initiated by familiarization with the data, then gener-
ating initial code and potential themes. Next, the themes are re-
fined by reviewing and defining them. Throughout the thematic
analysis process, multiple researchers are involved to enhance the
trustworthiness of the findings [13]. Two authors (N.A., M.A.)
examined each transcript independently, and a third author (A.A.)
checked for discrepancies between the two versions. Discussions
were used to settle disagreements. Data were examined following
each interview to create initial codes and identify significant and
new information.

Each FG was concluded with a summary that was to be verified
by the participants and checked for any ambiguity to increase rigor
and reliability. The two researchers (N.A., M.A.) met after each
interview to discuss the data they had gathered. Memoranda was
made during the interviews and used for data collection and
analysis utilizing MAXQDA memos (such as describing inter-
viewee’s expressions or hesitation to answer specific questions
effectively). Interviewers continued collecting data until they
found enough information to supplement their understanding of
the topic. Interview data were kept private.
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Results

Survey Design

Description of the Participants

The majority of the 108 survey respondents, who were
divided into two groups based on their field of
practice - physicians (20.37%) and nonphysicians
(79.63%) — were women (64.81%). Nearly 90% of all re-
sponders fell within the age range of 44 or younger. Both
categories (physicians and nonphysicians) showed
that >80% have a bachelor’s degree. The majority of
respondents in the nonphysician categories have a
bachelor’s degree. In contrast, the majority of respon-
dents in the physician group have either a bachelor’s
degree or a fellowship/board educational level (40% and
31%, respectively). Additionally, the majority of survey
participants (60%) (60% for nonphysicians and 68% for
physicians) had >5 years of professional experience.
There were significant differences in gender, age groups,
and educational levels between physicians and non-
physicians (Table 1).

Research History

Respondents were questioned about their history or
engagement in research. The majority (64.81%) claimed a
history of engagement, and out of the 108 people sur-
veyed, 27 said they were presently engaged in research
projects either in the proposal writing, data gathering, or
data analysis stages. More physicians were working on
research and had significantly more publications than
nonphysicians (Table 2).

Perceptions of the Impact of the IRB/REC Rules and

Regulations

In reporting perception of the impact of the IRB/
REC rules and regulations for protecting health in-
formation, half of physicians respondents reported
that they agree that the rules made research easier
(50%), while the other half were either undecided
(36.36%) or disagreed with the statement (13.64%).
Almost all nonphysicians (80%) and physicians
(72.73%) agreed that the IRB/REC rules and regu-
lations strengthened participants’ trust in the re-
searchers. Another point that both groups agreed on
was that the rules and regulations also enhanced
confidentiality (81.82% and 84.88% for physicians
and nonphysicians, respectively). The perceived
benefit of the rules and regulations to improve the
privacy and security of patients’ healthcare information
was reported to be agreed on by both groups (68.18%
and 88.37% for physicians and nonphysicians,
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Table 1. Baseline data of study participants

Variables Nonphysicians Physicians Total p value
(n = 86; 79.63%) (n = 22; 20.37%) (n = 108)
Female 66 (76.74) 4 (18.18) 70 (64.81) <0.001
Age groups, years 0.01
25-34 52 (60.47) 7 (31.82) 59 (54.63)
35-44 23 (26.74) 6 (27.27) 29 (26.85)
45-54 8 (9.30) 5 (22.73) 13 (12.04)
55-64 1(1.16) 3 (13.64) 4 (3.70)
65+ 2 (2.33) 1 (4.55) 3 (2.78)
Educational level <0.001
Bachelor’s degree 74 (89.16) 7 (31.82) 81 (77.14)
Master's degree 3 (3.61) 2 (9.09) 5 (4.76)
Medical degree 3 (3.61) 3 (13.64) 6 (5.71)
Fellowship/board 3 (3.61) 9 (40.91) 12 (11.43)
Doctorate’s degree 0 1 (4.55) 1 (0.95)
Work experience 0.07
6 months-5 years 34 (40.96) 7 (31.82) 41 (39.05)
6-10 years 21 (25.30) 4 (18.18) 25 (23.81)
11-15 years 13 (15.66) 1 (4.55) 14 (13.33)
+16 years 15 (18.07) 10 (45.45) 25 (23.81)
Table 2. Research history of survey respondents
Variables Nonphysicians Physicians Total p value
(n = 86; 79.63%) (n = 22; 20.37%) (n = 108)
Have you ever been a part of or conducted a 53 (61.63) 17 (77.27) 70 (64.81) 0.22
research study? (Yes)
Are you currently working on a research 14 (16.28) 13 (65) 27 (25.47) <0.001
study? (Yes)
In which phase are you currently working on? 0.57
Proposal writing 4 (22.22) 2 (12.5) 6 (17.65)
Data collection or data analysis 8 (44.44) 8 (50) 16 (47.06)
Publication 6 (33.33) 4 (25) 10 (29.41)
How many publications do you have? 0 (0-1) 2 (1-5) 1 (0-3) <0.001

respectively). Last, both groups had equal opinions in
agreement, disagreement, and undecidedness about
the claim that the rules and regulations increased the
amount of time needed to complete the study
(Table 3).

HIPAA Knowledge

The survey included six general questions to gauge
respondents’ knowledge of HIPAA, including ques-
tions about specific rules (such as privacy and security
rules), who should adhere to HIPAA, and what steps
should be taken if research participants’ personal
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information is discussed. Five out of the six questions
in this section of the survey were correctly answered by
more than 50% of the survey respondents, with no
differences in the responses between physicians and
nonphysicians (Table 4). The median score for the
correct answers in both groups was 4 (25th-75th
percentiles: 3-5). There was no difference between
physicians and nonphysicians in the total correct
answers about HIPAA knowledge; this reflects the
awareness of HCPs on patients’ health information
security and privacy (p = 0.659). HIPPA score was
affected only by prior participation in research which
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Table 3. Scaled perceptions of the impact of the Institute Review Board (IRB)/Research Ethics Committee’s (REC) rules and regulations

for protecting health information

Have the rules and regulations N (%) p value
agree undecided disagree
nonphysician physician nonphysician physician nonphysician physician
Made research easier 51 (59.30) 11 (50) 29 (33.72) 8 (36.36) 6 (6.98) 3(13.64) 0.54
Strengthened the participant’s trust 69 (80.23) 16 (72.73) 15 (17.44) 6 (27.27) 2 (2.33) 0 0.60
Added cost 40 (46.51) 6 (27.27) 29 (33.72) 8 (36.36) 17 (19.77) 8 (36.36) 0.15
Enhanced confidentiality? 73 (84.88) 18(81.82) 11 (12.79) 3(13.64) 2(2.33) 1(4.55) 074
Delayed time to study completion 34 (39.53) 7 (31.82) 32 (37.21) 8 (36.36) 20 (23.26) 7 (31.82) 0.66
Improved the privacy and security of 76 (88.37) 15(68.18) 9 (10.47) 5(22.73) 1(1.16) 2(9.09) 0.03
participant’s healthcare information?
Table 4. Health Insurance Portability and Accountability (HIPAA) knowledge of survey respondents
Questions Nonphysicians  Physicians p
(n=86;79.63%) (n=22; value
20.37%)
The major goal of privacy rules is to . 0.12
e Protect an individuals’ health information in clinical and in research settings (Correct) 76 (88.37) 21 (95.45)
e Protect the insurance company 0 1 (4.55)
e Keep all health information documents sealed 9 (10.47) 0
The security rules aim is to . 0.18
e Allow healthcare professionals flexibility to create their own privacy procedures 9 (10.47) 4 (18.18)
e Protect all health information that is held or transferred in physical and electronic form 67 (77.91) 17 (77.27)
(Correct)
e Protect healthcare information for medical insurance companies 9 (10.47) 0
Health information that contains at least patient identifier(s) is protected. 0.51
e One (Correct) 36 (41.86) 12 (54.55)
e Two 45 (52.33) 10 (45.45)
e Five 5 (5.81) 0
If you observe someone wrongfully disclosing a research participant’s health information, what 0.39
should you do first?
e Talk with your supervisor about the situation 24 (28.24) 9 (40.91)
e Talk to the person who is disclosing health information (Correct) 58 (68.24) 12 (54.55)
e Confront the participant 3 (3.53) 1 (4.55)
Two researchers are eating lunch at a busy restaurant and discussing a research participant’s 0.139
case that involves confidential health information regarding the participant. What should
they do?
e They should not mention the name of the participant 38 (44.19) 14 (63.64)
¢ Ask others what they think 1(1.16) 1 (4.55)
e Move to a private location (Correct) 46 (53.49) 7 (31.82)
The rules and regulations that help protect the security and privacy of patient’s health 0.25
information are required to be followed by?
e Healthcare providers 4 (4.65) 3 (13.64)
¢ Medical and/or clinical researchers 2 (2.33)
o All of the above (Correct) 80 (93.02) 19 (86.36)
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Table 5. National Committee of Bioethics (NCBE) knowledge of survey respondents

Questions Nonphysicians  Physicians p
(n=86;79.63%) (n=122; value
20.37%)
The National Committee of Bioethics is defined as? 0.59
e A committee that monitors compliance with biomedical research ethics and 76 (88.37) 19 (86.36)
requirements (Correct)
o A committee decides which drugs will appear on that entity’s drug formulary 3 (3.49) 0
» An executive body of the council that is responsible for the direct supervision over the 7 (8.14) 3 (13.64)
health insurance industry
NCBE is related to one of the following? 0.13
¢ Saudi Commission for Health Specialties 22 (25.58) 2 (9.52)
¢ Saudi Food and Drug Authority 7 (8.14) 4 (19.05)
e Research Center (Correct) 57 (66.28) 15 (71.43)
Institute Review Board (IRB)/Institutional Research Ethics Committee (REC) is a 0.05
representative committee in each institute, appointed by NCBE and is responsible
for .
e Approval of new drug to formulary 3 (3.49) 3 (13.64)
e Providing approval for the principal investigator for conducting any research studies 81 (94.19) 17 (77.27)
(Correct)
e Supervising and evaluating training programs 2 (2.33) 2 (9.09)
Research participants have the right to withdraw at any point during or after the research 0.73
project as mandated by ____ .
¢ Saudi Health Council 10 (11.63) 3 (13.64)
e Council of Cooperative Health Insurance 6 (6.98) 2 (9.09)
o National Committee of Bioethics (Correct) 70 (81.40) 17 (77.27)
NCBE committee rules and regulations are applied to 0.007
e Foreign and Saudi researchers (Correct) 8 (80) 17 (77.27)
e Only Saudi researchers 17 (20) 2 (9.09)
¢ Only foreign researchers 3 (13.64)
NCBE rules and regulations are 0.04
¢ Optional for HCPs conducting research 37 (43.02) 6 (27.27)
e Applicable only to research in hospital settings 24 (27.91) 3 (13.64)
e Law mandated by a royal decree (Correct) 25 (29.07) 13 (59.09

indicates improved HIPPA knowledge for those who
had experience with clinical research (B: 1.16 [95% CI:
0.52-1.81]; p = 0.001).

NCBE Knowledge

Table 5 lists the six broad questions included in the
survey to determine respondents’ familiarity with the
NCBE, including inquiries regarding the NCBE’s defi-
nition, the area it primarily influences, and the indi-
viduals to whom its rules and regulations are applied.
The survey demonstrated that more than 50% of the
survey respondents from the physician group correctly
answered all six questions. In the nonphysician group,
five out of the six questions in this section were correctly
answered by more than 50% of the survey respondents.
The median score of correct answers was 5 (4-5) in

HCPs and Data Privacy and Security in
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nonphysicians and 5 (4-6) in physician groups (p =
0.517). Factors increasing the score were working on a
research project (: 0.87 (95% CI: 0.35-1.39); p = 0.001),
and years of work experience (f: 0.35 (95% CI:
0.12-0.58); p = 0.003), while increased age was associ-
ated with lower score (B: —0.28 (95% CI: —0.54 to —0.01);
p = 0.04).

Interview Design

Theme 1: Factors Influencing Variability in Defining

Patients’ Data Privacy and Security

e Nature of the Research

Participants mentioned that privacy is more secure in
research than in practice. Physicians mentioned that they
are more careful, as there is somebody following the
process, unlike in practice:
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“.. for example, in practice, a patient comes to you asking for a
doctor’s number. You can give him ..., but the research is
much less.” (FG 1)

Furthermore, the nature of the research affected pri-
vacy violations, such as variability in sample size and
nature of communication. For instance, some research
contained a small sample number and for a very long time
compared to other research where there are hundreds of
patients:

“As Dr. (...) said, it depends on the type of researcher, es-
pecially dentistry... For example, you must be part of the
research, and you will not pay anything, so I will start to
pressure you to accept. However, we, as pharmacists, if, for
example, a research questionnaire . . . and he refused, I will go
to another participant, no condition that I would pressure him
to accept.” (FG 1)

e Junior versus Senior Researchers

Participants discussed that they noticed privacy vio-
lations when the primary investigator involved an in-
experienced research assistant:

“...in general, (researchers) who know research procedures,
how to do research and ethical aspects will not do that . .. but
I'm talking about the participants who are with us, for ex-
ample, data collectors ... they must have an ethical guide, or
study points that were taken in the past and not violate the
data.” (FG 3)

Theme 2: Underlying Factors Contributing to

Unauthorized Use of Patients’ Data Privacy and

Security in Clinical Research

o Slip-Up Error

Participants discussed that the reason might be a
human mistake, similar to any other error:

“... pressure causes a medical error, so this might happen. ..
work pressure puts pressure on all people... no doubt it af-
fects.” (FG 1)

e Local Research Culture

Interviewees discussed that the Saudi culture and
nature of the communication might have contributed to
such behavior, as the following interviewee mentioned:

“.. Istay for an entire hour (with the patients), I sit with him
and talk . .. and I have his number. We are in culture as long as
someone I sit with and talk to in private. They become friends,
and we do not need to set boundaries ... Compared to other
countries, we are definitely more. Saudi Arabia, for example,
this is the norm!” (FG 1)

Furthermore, the problem of using personal mobile
phones for planning recruitment and other research
arrangements might aggravate it:
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“Perhaps this is one of the mistakes that can happen in research.
(communication) is not through a phone designated for work
... so violation happen. .. besides I am not supposed to keep
them (the patients’ contacts) ... but what happens is not like
that ...” (FG 3)

Theme 3: Enhancing Patients’ Data Privacy and

Security: Recommendations from HCPs

e Continuous Education

HCPs mentioned that the matter is that protecting
privacy depends on the researcher’s knowledge and that
there is no dedicated education the healthcare provider
received:

“..., it is certainly (was) part of the curriculum in the college.
... after this, no one teaches you or provides you instructions
... 7 (FG 3)

e A Reminder
Participants discussed that an application for research
that sends reminders might help:

“For me, I see that it is not easy at all, in a kind of difficulty to
remember these things, you need a tool or something that
reminds you that.” (FG 1)

¢ Limit Researchers’ Number and Access to Data
Interviewees mentioned that the limiting number of
researchers who access patients’ data is vital:

“I think that according to the number of data collectors . . . it is
very important that two or three data collectors are allowed
with the patient and not more ... do not assign more peo-
ple.” (FG 3)

“The most important, I think, for example, was to set a
password, and this password had an expiration date, and it
would be granted by the head of the department. This is among
the things that help.” (FG 1)

... (a password) for a certain period, it was three months, and
the password changed from time to time, and you could only
open it from inside the hospital, the internal internet.” (FG 1)

Integration between Survey and Interview Components

of Our Research

The integration of a mixed methods study, specifically
by incorporating a qualitative design to enhance the
understanding of the quantitative component, is a
valuable approach in research that we undertook in our
study [14]. By utilizing both qualitative and quantitative
methods, researchers can gain a more comprehensive and
nuanced understanding of the phenomenon under in-
vestigation. The interview study provided context, depth,
and richness to the survey data, offering insights into the
underlying reasons, motivations, and perceptions that
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may not be captured through survey study alone. This
integration aligns with the transformative mixed methods
research framework proposed by Creswell and Plano
Clark [15] which emphasizes the complementary na-
ture of qualitative and quantitative methods in ad-
dressing research questions. Furthermore, the use of a
qualitative design within a mixed methods study can
also help in the interpretation of quantitative results, as
qualitative data can elucidate the meaning and sig-
nificance of quantitative findings. This integration is
supported by the work of Tashakkori and Teddlie [16],
who advocate for the synergistic use of qualitative and
quantitative methods to capitalize on their respective
strengths and offset their individual limitations. More
discussion about the explanation of the survey com-
ponent by the interview components is presented in the
discussion section.

Discussion

Privacy and security of patients’ data in clinical re-
search have crucial value [17]. Previous report demon-
strated that HCPs may lack sufficient knowledge to
maintain patients’ privacy [18]. There are limited data on
the knowledge of national (NCBE) or international
(HIPAA) guidelines for patients’ data privacy and se-
curity in clinical research for HCPs in Saudi Arabia.
Therefore, we performed this study to assess the
awareness, knowledge, and attitude toward patients’ data
privacy and security in clinical research among HCPs, by
utilizing the guidelines of the Health Insurance Porta-
bility and Accountability Act (HIPAA) and the National
Committee on Bioethics (NCBE). The approach used was
both quantitative and qualitative in nature, to assist not
only in understanding and assessing the awareness,
knowledge, and attitude (the what) but also, the why
within the context of this study. To paint a better picture
of HCP’s awareness, knowledge, and attitude toward
patients’ data privacy and security in clinical research, a
deeper and better understanding of the description and
comprehension was needed by implementing a mixed
methods design to produce stronger conclusions than
each methodology alone. The findings in this study re-
vealed varying levels of awareness among HCPs in ref-
erence to guidelines mentioned previously (HIPAA and
NCBE), which was a crucial aspect of the study’s objective
to assess knowledge in this domain. Furthermore, the
study delved into the attitudes of HCPs toward patient’s
data privacy and security, uncovering significant insights
that align with our initial objective of understanding HCP

HCPs and Data Privacy and Security in
Clinical Research

perspectives in the context of clinical research. These
insights are instrumental in identifying gaps and for-
mulating strategies for improving compliance and ethical
conduct in clinical research, directly linking to the study’s
primary objectives. This study consisted of two compo-
nents: the survey study and the interview study. The
survey study included 108 participants (86 nonphysicians
and 22 physicians). Despite the difference in the baseline
characteristics and research experience, most participants
agreed about their perceptions of the impact of the IRB/
REC rules and regulations for protecting health infor-
mation and their knowledge about HIPAA and NCBE.
The survey has showed that physicians and nonphysi-
cians have acceptable awareness of the HIPPA; however,
this was significantly better in HCP who had participated
in clinical research. The results also indicated the ne-
cessity to improve the knowledge of HCPs about data
privacy and security in clinical research. Factors associ-
ated with better knowledge were prior participation in
research, working on research projects, work experience,
and younger age.

Utilizing an interview study in conjunction with
survey results offered the added benefit of more un-
derstanding of the findings. Based on the interview
study, several factors were identified that could impact
patients” privacy and security in clinical research. Par-
ticipants expressed concerns about the nature of the
research, particularly in cases where the research in-
volved sensitive health information. They emphasized
the need for stringent measures to safeguard patient
privacy, especially when inexperienced individuals were
involved in data handling and management. Addi-
tionally, human errors were highlighted as a significant
concern, with participants expressing apprehensions
about the potential for data breaches due to inadvertent
mistakes.

Furthermore, in response to these concerns, partici-
pants suggested various improvements to the data privacy
and security process. This included limiting access to
sensitive data to a specific number of authorized per-
sonnel, thereby reducing the risk of unauthorized ex-
posure. Continuous education initiatives were also rec-
ommended to ensure that all individuals involved in
clinical research, especially those handling patients’ data,
were well-versed in privacy protocols and best practices.
Furthermore, participants stressed the importance of
regular reminders about the rules and regulations gov-
erning data privacy and security to mitigate the likelihood
of oversight or complacency.

The perception of HIPAA privacy rules was evalu-
ated in other studies. A sample of 1,527 epidemiologists
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in the USA were asked questions about the positive and
negative potential effects of the HIPAA privacy rules. A
measurement approach was used to determine the in-
fluence of the HIPAA privacy rules on health research.
Only a quarter of epidemiologists agreed that the rule
increased participants’ confidentiality and privacy. The
rule also negatively affected the IRB submission process,
including approval delays and increased costs [19].
Furthermore, a cross-sectional survey of HCPs working
in the training and research hospital aimed to determine
the HCP’s attitudes toward the privacy and confiden-
tiality of the patients. The sample consisted of 174
nurses and 183 physicians. The study identified that at
the highest, 40.8% of nurses and 26.8% of physicians
reported that they were well aware of patient rights, and
at their lowest, 2.9% of nurses and 8.2% of physicians
reported that they were uninformed of patients’
rights [20].

A cross-sectional study assessed the knowledge,
perceptions, and practices toward medical ethics of 128
physician residents in three teaching hospitals. The
results showed that most residents (98.0%) experienced
ethical issues during their practice, which indicated a
lack of knowledge and the ability to solve ethical
problems among physician residents [21]. A study fo-
cused on the information system was also conducted in
Saudi Arabia. The study aimed to assess the application
of HIPAA regulations using a qualitative assessment
approach to examine security information systems in
two main Saudi healthcare institutions. A survey was
used to examine the security and safeguarding of in-
formation. As a result, the scores from the two health
security information systems in both institutions were
relatively close. Thus, it was suggested that the Saudi
Ministry of Health should construct a national policy
for health information security based on the HIPAA
model [22].

Mohammad Nejad et al. [23] conducted a cross-
sectional study to measure nurses’ awareness of pa-
tients’ rights in a teaching hospital. The study used a
two-part validated questionnaire. The study showed that
out of 156 nurses, 58% had good awareness, 39% had
medium awareness, and the remaining 2.5% had poor
awareness. A significant relationship exists between
nurses’ awareness and work experience. The study
recommended that special measures and strategies
should be considered to promote nurses’ awareness of
patients’ rights [23].

Our research findings unveil noteworthy distinctions
from the literature reviewed, particularly in the realm of
gender, age groups, and educational levels among phy-
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sicians and nonphysicians. Unlike the existing literature,
we identified significant differences in these demographic
variables, suggesting that contextual factors specific to our
study population may influence these disparities. A key
similarity, however, emerges concerning physicians’
perspectives on research rules, where half of the re-
spondents agreed that the regulations facilitated the re-
search process but simultaneously extended the time
required for study completion. Similarly, HCPs ac-
knowledged the pivotal role of IRB/REC in upholding
data privacy and security, aligning with the existing lit-
erature. On the other hand, our research diverges notably
in terms of participant numbers and methodological
approaches.

The findings from this study underscore the im-
portance of enhancing HCPs understanding and ad-
herence to patients’ data privacy and security, partic-
ularly concerning HIPAA and NCBE guidelines in
Saudi Arabia. As previously noted by the interviewees,
they recommended improvements to data privacy and
security protocols. One recommended policy change is
the implementation of mandatory HIPAA certification
for all healthcare providers. This certification process
should be designed to ensure that every HCP, regardless
of their role or level of experience, possesses a thorough
understanding of HIPAA regulations and the impor-
tance of patients’ data privacy and security in clinical
practice. The certification program could include
comprehensive training modules covering various as-
pects of HIPAA, including patient rights, data handling
procedures, and the legal implications of data breaches.
Additionally, regular recertification, perhaps on an
annual or biennial basis, could be mandated to ensure
that healthcare providers stay current with any changes
or updates in HIPAA regulations. This policy change
would not only enhance the overall compliance with
patient data protection standards but also foster a
culture of continuous learning and vigilance among
HCPs, ultimately leading to improved patient trust and
safety in healthcare settings. Also, ongoing training
sessions and assessments are crucial to keeping HCPs
abreast of the latest developments in data privacy and
security, potentially through online modules, work-
shops, or continuing education credits. Establishing a
culture of compliance within healthcare institutions is
also vital, promoting a proactive approach toward data
protection, including regular audits and feedback
mechanisms. Furthermore, collaboration with IT ex-
perts is necessary to develop secure data systems, es-
pecially with the increasing use of technology in
healthcare.
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Implications of the Study

This study explored the knowledge and perception of
HCPs about patients’ data security and privacy in clinical
research and factors that could improve data privacy and
security. Prior publications and participation in clinical
research were associated with improved knowledge of
HIPAA and NCBE rules and regulations. These data
could be used to develop targeted educational programs
for HCPs to improve HCP knowledge and awareness and
to enroll them in more clinical research projects to en-
hance their knowledge about the rules and regulations.
Raising the awareness of data privacy and security among
HCPs could help promote public trust in clinical research.
Several factors could affect the privacy and security
culture [24], and new technologies are being developed to
enhance healthcare security [25]. Future studies are re-
quired to evaluate factors that influence data privacy and
security in clinical research and evaluate the methods that
can be used to enhance privacy and security culture and
systems.

Study Limitations

The study has several limitations. The research was
limited by the sample size and demographics and affil-
iation to a single institution; therefore, generalization of
the findings to other HCPs in different centers could be
an issue. The study is cross-sectional, and a causal effect
cannot be established. Additionally, using an online
questionnaire could have introduced selection bias. Also,
the limited number of publications by the survey par-
ticipants may be a source of bias in interpreting the
results. The accuracy of self-reported data is another
issue. HCPs may be reluctant to participate or report their
knowledge because of concerns about their professional
competence.

Conclusions

Patients’ data privacy and security remain vital to
clinical research. Identifying factors that could com-
promise data privacy and security, enhancing HCP
knowledge, and fostering a culture of data privacy can
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